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1. Prerequisites for using
Azure AD integration with
the CyberPilot platform

« A person with Admin access to your organizations Azure
AD.

e This admin user must have at least Office 365 Premium

P2 license to be able to create the application for the
SSO.

e The rest of the staff members do not need a Premium
P2 licenses to use SSO.

« All of the users must have an exchange account (email)
to be able to login with SSO. A user must also have a
name + surname, to be synced correctly to the
platform.




2.a. Who will participate in the Awareness Training?

First thing to do is to figure out which users will participate
in the Awareness Training. Most likely you will have to
coordinate with the person in your organization that is
responsible for the Awareness Training. He/she will know
which users to onboard. Once you have a clear
understanding of this you can start working with the group
that will be synced to the Awareness Training. This can be

done in two ways.

1. By syncing with an exisiting group where all the relevant
users are members. Note that only 1 group can be
synced, so if the users are in different groups this will
not work. See slide 4. on how to locate the object_id
that CyberPilot needs to complete the setup.

2. Create a new group for use with Awareness Training.
This is recommended, since it will allow for a more
specific and selective approach to which users will
participate in the training.



2.b. Create group in Azure AD

Azure Active Directory admin center IS E’ o7

1. Go to your admin view in Azure AD.

Welcome to the Azure AD admin center

2. Add group b e
3. Settings for the group -
- Group type = Security r

Fakturering

- Group name = fx "CyberPilot

AWa re n ess " _ 'I:u:JpTer-t
2% Indstillinger
- Membership type = Dynamic user apporter

L Tilstand

4. Click on add dynamic query.

Administration

@)

Security

U Compliance
NOTE: You can also choose to work F
with the Membership Type “Assigned” P —
instead of "Dynamic”. In that case you —
will need to manually assign each user. D Teoms
Azure AD does not currently support Ale saministratoner
the option to nest groups by assigning & Tipas naigatinen
existing groups to other groups. e rinae

Unfortunately ®



3. Create group(s) in Azure AD

1amic membership rules

Add a dynamic query that will pull
users to the group.

Choose e.g. Company Name as
property to pull for.

You can also use rules to sort out
users that should not be in a group

Click save and create group.

2. Locate the group and go to settings.

Check that users are added as direct
members to the group. It might take
a while before the changes take
effect.

Note the object_id to exchange with
CyberPilot.

Dynamic membership rules

Property

berPilot > Groups | All groups > Awar

areness-training CyberPilot

¢ to create or edit a dynamic membership rule. @ Lezrn more

Operator

Value




4. Login as admin on CyberPilot Platform

Cyberpilot platform

1. Login to your admin account on
www.security-platform.dk

2. Open the menu “Branches”

3. Click on the branch with your
company name. In case there are
subbranches, you must choose the
branch that does not have a parent.

4. Under the tab "Branch” you find the
URL for your customized portal.

5. Click on "Settings” and choose
SAML.

Home / Branches

ADD BRANCH ORGANISATION CHART

Name Parent A

® Kursist
Superbruger
Demo Company

My account
: Demo Company - Administration Demo Company

Sign out .
9 Demo Company - Employees Demo Company

Demo Company
Home / Branches /| Demo Company
CURRICULUMS

COURSES CURRICULUMS

Name™ | Demo Company

e T —

MName™ ‘ Demo Company
' t branch

Parent branch

br branch | company.security-platform.dk

- ' UPDATE
UPDATE

Domain name for branch


http://www.security-platform.dk/

5. Locating the SAML settings

BRANCH USERS co CURRICULUMS SETTINGS -

Cyberpilot platform

Identity provider

1. You have now opened the SAML settings on
CyberPilot Platform. It should look like this. centicat ngeprin

Alternative certificate
fingerprint

Remote Sign-in URL

In this guide this will be referred to as the
"CyberPilot SAML settings”. et somost Ut

TargetedID
First name
Last name

Email

Custom fields

Assertion Consumer
Service (ACS) URL

single Logout Service
URL

SP Metadata XML

L signin




6. Login as admin Azure AD

JAVAS (=W \D)

1.
2.

Login to the admin module in O365

In the Admin module — open Azure Active
directory

Admin

Startside
2 Brugere
* Grupper
Ressourcer
Fakturering
Support
Indstillinger
Konfiguration
Rapporter

> Tilstand

Administration
U secu rity & Compliance

Bo  Enhedshandtering

CyberPilot

Grundlaggende oplysninger

Brugeradministration

Brugeradministration

Tilfaj bruger




7. Creating an enterprise application (SSO)

Creating an application

1.

2
3.
4

Click on Enterprise applications
Click on +New application
Select Non-gallery application

Give the application an
appropriate name. Fx CyberPilot
Awareness-training. The name is only
for you own reference. CyberPilot only
uses the object_id.

Click Add and wait while the
application is created.

Azure Active Directory admin ) Add an application

[E pashboard
:= all services

FAVORITES

Add vour own app

Azure Active Directory

Dashboard * Enterprise applications - All applications

Ea: Enterprise a

Overview

D Cverview
Manage

& All applications

7 Application

lications - All applications

. Azure DevOps

Add your own application

Once you decide on a name for your new

application, click the "Add" button below

: simple

configuration steps to get the application

O




8. Add users/groups to the application

Users and groups

Add users/groups to application

1. Click on Enterprise applications
and open the application you

Created - N : " Awareness-traning - CP Intern
2. Select Users and groups ekt
= . awt-dk1@cyberpilot.dk
Click +Add user awt-dki0

awt-dk10@cyberpilot.dk
4. Selct the group that will be
participating in the Awareness-
training (make sure you use the
groupyou created earlier.

5. When the group have been
chosen — click select.

DISPLAY NAME

6. Remember to also click assign in
the next menu.




9. Configuring Enterprise application

Configuring the application

1. Click on Enterprise applications
and open the application you
created.

2. Click on Single sign-on
Click on SAML

4. The SAML setup page is now
ready for configuration. It
contains 5 steps.

- Qverview

@i Delete
B overview
Total Users

3

App usage between 7/22/2019 and 8/21/2019




10. Configuring Basic SAML Settings (in Azure AD)

Basic SAML Configuration

Step 1 — basic SAML configuration Azure Single Sign-on Application e CyberPilot SAML Settings
1. Insert the URL for your loginpage. This URL | |
has been created to you by CyberPilot. The Detaut ey e
format should look like this (do not include cortns
https://) and chose the same as listed under -
branch settings (sse slide 4): | | et
companyname.security-platform.dk  or . remote g
www.companyname.security-platform.dk : o,
2. Copy/paste the URL from CyberPilot SAML rentite. Fistrame | unoid:25.4.42
settings. “Assertion Consumer Service (ACS) Lastrame | umod2544
URL"” to “Reply URL" in the Azure Application. =
3. Copy/paste the URL from CyberPilot SAML —

settings "“Single Logout Service URL" to “Logout
URL" in the Azure Application.

4. Click save and close the page. asetion
Service (ACS)
5. If a pop appears to validate the application. .y
Choose Valldate |ater Sigg:it:gbo:: y-platfo module.php/san -logout.php/efront-sp

SP Metadata y-platform.dk/saml/module.php/saml/sp/metadata.php/
XML

Bypass the default sign in screen and se y to the IDP's SAML signin page

SAVE



http://www.companyname.security-platform.dk/

11. Configuring Claims and attributes (in CP SAML settings)

Step 2 — Attributes and claims

1. Click edit on step 2- User - seruserprincpainame

Attributes and claims (in the Single
Sign-on settings in the Azure Application)

2. In the menu you find the CLAIM User Attributes & Claims
NAME's. These must be
copy/pasted into the CyberPilot
SAML SettinQS. See next page. Mame identifier value: user.userprincipalname [nameid-format:emailAddress]

s returned in claim: None

+ Add new claim

CLAIM NAME VALUE

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier user.userprincipalname

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname usersurname




12. Configuring Claims and attributes (in CP SAML settings)

1. Insert the entire URL from the Azure application (step 2) into the CyberPilot SAML settings
2. Remember to click save on in CyberPilot SAML Settings

Dashboard » Enterprise applications > CyberPilot 550 > SAML-based 5ign-on

User Attributes & Claims

[J Create user if no match was found

Identity provider https:/ists. windows.net/5d6b196b-7320-4f4a-92¢2-

Columns

Certificate fingerprint 14C283FB38F210CDDT1ET49C5CE296ETCAES,

Alternative certificate
fingerprint

Required claim €.9. c9ed4dm07caf 3ic21e0fec1572047ebsaradcl

Claim name

Unigue User Identifier (Mame D)

Additional claims

Claim name

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

Value

useruserprincipalname [nameid-for.. =**

Value

user.mail

Remote Sign-in URL

Remote Sign-out URL

> TargetedID

user.userprincipalnz

[ .
»  First name

=P | ast name

USELSUIMTIgme

\Email

https:/login.microsoftonline.com/5d6b196b-7320-4

https:/fMogin.microsoftonline.com/commoniwsfeder:

http://schemas xmlsoap.org/ws/2005/05/identity/clz

http-/fschemas_xmlsoap.orgiws/2005/03/identity/clz

http://schemas.xmisoap.org/ws/2005/05/identity/clz

http://schemas. xmisoap.org/ws/2005/05/identity/clz




13. Configuring SAML

Step 3+4

1. Copy/paste the URLs onto the Cc\fberP|Iot SAML Settings from the Azure AD
enterprlse application step 3/4. Click save

SAML Signing Certificate BRANCH  USERS  COURSES  CURRICULUMS  SETTINGS -

Status ct
Thumbprint : 0CDD71ET: # Enable SAML support

Create user if no match was found

dentity provider

ertificate
fingerprint

Alternative
certificate
fingerprint
Login URL

Remote Sign-in https://login.microsoftonline.com/5d6b196b-7320
Azure AD |dentifier sl fste windows.net/5d6 URL




14. Finalizing setup

CyberPilot SAML settings

1. In the Cyberpilot settings make
sure that the shown settings are
ticked active.

2. Leave the remaining options
unticked.

3. Click save

4. Open a new browser window
and go to your custom branch
URL. See slide 4. on where to
find your unique URL.

Home / Branches © Demo Company

BRANCH USERS

Identity provider

Certificate fingerprint

Alternative certificate
fingerprint

Remote Sign-in URL

Remote Sign-out URL

TargetedID

First name

Last name

Email

stom fields

Assertion Co
Service (Al

Single Logout Service URL

SP Metadata XML

ntps

Mogin.micl

und

s.Net5déb196h-7.

softonline.com/5d6b196b-7320-4

saml/module.p

saml/module p

saml/module.p

o the IDP's

ML sign-in page




15. Testing SSO

Checking the login page % Log pé din konto

1. Goto YPur C.USTCOI’T'] URL You should see C @ ‘ Q, Www.companyname.security-platform.c = In 0 »
something similar to this. ——————————————————————

2. NOTE: that when loggin in through this
portal, you will need to use your O365
credentials instead of your old CyberPilot
login. Please try loggin in to check, if it
works as intended.

% Microsoft

Log pa
3. NOTE: You will only be able to login if you
are actually a member of the group Mail, telefon eller Skype
registered in the SSO application AND you

are also registered on the Awareness Kan du ikke fa adgang til din konto?

Training platform.
gp Indstillinger for logon

When you tested that the login works proceed
to the second part of the setup concerning
Auto-sync. If it does not work as intended,
retrace this guide to see if anything was missed.
If there is still no cigar, contact CyberPilot.




16. Setting up Auto-sync

1. Create a service user for CyberPilot.

- The user must have some data in both 2
name+surname fields and also have .
an exchange account.

Awareness Training Users

- Make sure Multifactor Auth. is turned
off for this user. Normal users are still
supported for MFA.

; ; : Membership type | Assigned

- Login as this user at least one time.

: : Source 't
- Make sure the user is not subject to a | cloud

password policy requiring password

i Type Security
changes in the future. | )

- The user should not be part of any Object Id | 05d8ccde-dedf-49es- Dafe14d3dds
group that is going to be synced.

Creation date /29/2019, 10:11:04 AM

2. Find the object_ID(s) for the groups
that will be synced. Navigate to
>Admin>Administrattion>Azure Active
Directory>Azure-Active-Directory>Groups



17. Whitelisting and handover to CyberPilot

1. Open the email that you received prior to
the setup process.

2. Here you will find the email address that
must be whitelisted in your system. Make
sure this is done.

3. Here you will also find link for a
sharepoint folder with a txt file.

4. Fill out the file with the service users login
details and the Object_Id that will be
synced.

5. Notify CyberPilot that these steps have
been completed by replying to the email.

6. Wait for confirmation from CyberPilot that
everything is working as expected.

NOTE: Users will not be synced to the
platform UNTIL the Awareness Training
program begins. After the start up has been
completed the sync will be activated.




18. Ready to go - and plan for the future

Make sure that all the users that will participate in the training are
added to the group that CyberPilot is syncing.

Discuss and plan with the person responsible for the Awareness-training
program in your company which processes need to be in place when
new users needs to be onboarded or offboarded.

How will you make sure that new employees are added to the group
that CyberPilot is syncing? Is it a task to be done by a person or perhaps
by a rule in Azure AD?

Also make sure you have a process for how employees that leave the
company are removed/deleted from the group.

Users that are removed from your AD group will only be "deactivated”
on the CyberPilot platform. Therefore, an admin user will have to delete
users manually e.g. once a year. Who will take care of that?

The person responsible for the Awareness-training program will
coordinate the rest of the start up process. Once the training is initiated
CyberPilot will activate the Auto-sync and the process of syncing will
run once every 24h.




