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Connected Devices
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Finite State provides a unified, flexible, and scalable cybersecurity
platform that is purpose-built to safeguard the firmware security
posture of connected devices and embedded systems found in the
majority of today’s IT and OT networks.

Using Finite State, device manufacturers can detect, analyze, and remediate hidden risks found

in those connected devices and embedded systems used in enterprises, healthcare, utilities,
critical infrastructure, automotive, manufacturing/ICS, and government agencies. Organizations
that employ Finite State will improve device security, comply with standards and regulations, and
manage and mitigate their supply chain risk while maintaining a high security posture—all through
a unified, easy to use, automated platform.
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Automated product security
Automate the entire device security testing
process, reducing or eliminating the need
for manual testing tools and processes.

Purpose-built for devices
Product security analysis designed

for connected devices and embedded
systems. Provides a holistic view of risk
presentin a device and its supply chain.

Unified platform

A unified platform for both device and
supply chain security needs utilizing Device
Composition Analys and Binary SAST.

Easy to interpret risk
Actionabe insights designed to make
managing risk easier and faster.

Comprehensive SBOMs

SBOM generation that is fast, automated,
machine-readable, and covers the ENTIRE
device. Provides complete visibility into
all device components including firmware
versions.

Deep Firmware intelligence

By employing a proprietary firmware
intelligence engine comprising 300,000
analyzed firmware images, Finite State
offers actionable insights and remediation
guidance rooted in real world data.

Easy search

Quickly access all device related
information such as vendors,
vulnerabilities, firmware versions.
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How It Works

Finite State provides a unified, flexible, and
scalable cybersecurity platform that is purpose-
built to safeguard the firmware security posture of
connected devices and embedded systems found
in the majority of today's IT and OT networks.

Using Finite State, device manufacturers can
detect, analyze, and remediate hidden risks
found in those connected devices and embedded
systems used in enterprises, healthcare, utilities,
critical infrastructure, automotive, manufacturing/
ICS, and government agencies. Organizations that
employ Finite State will improve device security,
comply with standards and regulations, and
manage and mitigate their supply chain risk
while maintaining a high security posture—

all through a unified, easy to use, automated
platform.

The Finite State platform uses Device
Composition Analysis (DCA) in combination
with proprietary firmware intelligence and public
vulnerability sources to assess final packaged
firmware present in connected devices.
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The platform enables security teams to manage
risk and improve product security posture by:

* Providing a unified, holistic and actionable
view into all device security issues.

* Scaling across all products and business
units to ensure no device security issues
are missed that might have an impact on
an organization'’s overall security posture.

* Providing visibility into device composition
from hardware to applications.

* Allowing organizations to understand the
contextual risk ecosystem-analytics and
gaps.

* Helping prioritize remediation of
vulnerabilities and security issues.

* Ensuring compliance to key industry
standards.

* Verifying and tracking all vendors to help
manage supply chain risk.

L Firmware

Risk Analysis

Firmware Upload Device Composition

What is Device Composition Analysis?

Analysis Mitigation &

Compliance
Guidance

You can think of DCA kind of like Software Composition Analysis (SCA)

used in app development, except that DCA is compatible with the
embedded systems and architectures found in connected devices.
DCA enables you to uncover and track all third party components in
your devices as well as their software licenses and vulnerabilities.
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Key Features

s ovevw Comprehensive Risk Profile

A unified view of product and supply chain risks with scoring that
indicates level of urgency.

Device Composition

RISK BREAKDOWN

» Software Bill of Materials (SBOM): Full visibility into all

@ software components hardware and software components such as binaries, libraries,
open source software (OSS), third-party (3rd) components,
@ cves embedded software, drivers, etc.

© credenis * Third party and open source risk: Security risks inherited

@ crypto material by vendors and suppliers, including legal risk from unknown,

undisclosed, or expired licenses.

Exploit mitigations

* Weakness and vulnerability detection: Insecure
configurations, hard coded credentials, cryptographic materials,

Unsafe function calls and other possible sources of weakness.

o Code analysis

Code complexity

Energy OT Demo Managed Switch

& 1.0 ) Report & Bill of Materials seta </> Files © Security Issues Reprocess & Download Report

@ Energy OT Demo Managed Switch 1.0 Bill of Materials
© Has Vulnerabilities
Software Components (27)

SOFTWARE TYPES

Q
Package
O Custom

15 COMPONENT LICENSE TYPE RELEASE DATE
[ Subcomponent

cli-command 0.8.234 MIT Package Sep 26, 2014

LICENSES MIT Package Feb 27, 2012

Q expat 2.1.0 MIT Package Apr 1, 2020

O None extended-terminal-menu 213 & Package Jan 31,2016
O GPL-2.0-Or-Later how! 0.5.3 Package
MIT

jasmine-pit 2.0.1 Package Feb 28, 2015
[ GPL-2.0-Only

O Apache-2.0 Json-c oM o Package May 24, 2015

[ BsD json-c-devel 0.1 Package Jun 11, 2014

libc6-compat 1.1.24-r10 Package
® Confident Matches
libcom_err 1.42.9 Package Sep 30, 2020

/A Low-Confidence Matches o .
libcom_err-devel-32bit 1.43.8 Package

libjson-c3 013 Package
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Software package identified which is linked to CVE-2014-7187

@ Resolution 2 Details 3 ) Comments

Critical ® Not-Started

Description

Software package identified which is linked to
through 4.3 bash43-026 allows remote attack
possibly have unspecified other impact via de

© CVE Details

This CVE does not have CVSS version 3.x |

CVE Source
https://nvd.nist.gov/vuln/detail/CVE-2014-71¢

Base Severity Base Score
High ® 10

Impact Score  Exploitability Score
® 10 ® 10

Publish Date
Sep 28, 2014 3:55 PM EDT

Software Affected
bash 114.7

Software package identified which is linked to CVE-2014-7187

critical Not-Started

CVE Details

This CVE does not have CV:

PATCHED
A newer firmware release mitigates this vulnerability

NON-ISSUE

Vulnerable code is not present or not invoked

MITIGATED
Vulnerable code is present, but not exploitable

ACCEPTED

The manufacturer acknowledges this vulnerability

IN-PROGRESS
Someone is investigating this vulnerability

< Previous

ROI.

Resolve Issue

T Known Vulnerabilities

# FS-302-20147187

() Detected on Aug 13, 2021
& Open Issue

& 0 comment(s)

PARTICIPANTS (0)

Issue Management

A way to quickly prioritize and manage security
issues. Reduce friction between development
teams and product security teams by providing
remediation guidance with the largest risk reduction

Compliance Guidance

Critical information necessary to identify

compliance gaps and meet key industry standards

and regulations.

Reporting and Analytics

Share insights and analytics with internal and
external stakeholders via our easy and robust

reporting function.
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The Complete Product Security Picture

In a comprehensive product security program, traditional AppSec tools and the Finite State Platform
complement one another to provide a complete picture of security risk.

While AppSec tools can help an organization scan certain individual components, only scanning the
compiled firmware image allows you to see how these components (along with configuration files,
drivers, bootloaders, and other parts of the firmware ecosystem) work together and what security issues
they introduce.

AppSec Vendors \VLS FINITE STATE

By only scanning
source code, you are
missing vulnerabilities
in open source and
third party code, which
make up 80-95% of
device components

on average.

Scans application and source
code for desktop and server class
software.

Scanning Scans devices and firmware.

Full context approach. Detects vulnerabilities
in firmware binaries, revealing CVEs,
have their own proprietar: epene credentials, exploit mitigations, crypto, and
vulnerability datr:';\b;ses an)(.{j Vulnerabilities more. LeveragZS open sgources anrzpits own
rules. database of ~300,000 firmware images. Detects

Piecemeal approach. Vendors

Desktop and server class
architectures.

Incomplete SBOM. Doesn't find libraries

that were recompiled or modified. Only

focuses on visible source packages and

misses out on vulnerabilities (which end
up in the binary).

Depends on the product type. In SAST,
there are binary scanners as well as
source code scanners. DAST scanners
analyze running application. IAST
analyzes bytecode.

Separate products for Software
Composition Analysis (SCA) and
custom code analysis.

Only effective for specific
languages. Mixed programming
languages lead to unrecognized

security issues.

Instruction Set
Architecture

Code Analysis

Analysis Type

Programming
Language

vulnerabilities in operating systems.

All architectures.

Comprehensive SBOM of open
source, custom/first-party,
third-party/COTS components.

Analyzes compiled binaries in
firmware.

Performs Device
Composition Analysis (DCA).
DCA is Finite State's proprietary
methodology to unpack the
firmware in the entire device.

Language agnostic, captures all
security issues as long as binary
runs.
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DCA can and should
be performed
throughout the
development lifecycle
in order to avoid
delayed releases and
mitigate security
issues early in the
process.
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