
Keep yourself and fellow coworkers safe. 
Unescorted visitors represent a serious threat to the
security of the organisation. 

Just as permanent markers are hard to erase, 
the information you post online is in most cases
archived forever. 

Billions are stolen each year by cyber criminals. 
The information you have access to is incredibly 
valuable on the criminal cyber underground.

Certain types of foods or drink cause harm to your 
teeth. Regular brushing will keep your teeth healthy. 
Avoid harmful sites and do not install unknown
 “tasty looking” software on your devices.

In the real world we get vaccinated to provide
 immunity against diseases. Ensure software on all
 your devices is regularly updated against the
 newest threats.

Smarties come in a variety of di�erent colours.
Remember to use di�erent passwords on 
your business and personal sites. 
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A quick guide to help protect 
against cyberbullying.

CYBERBULLYING
SURVIVAL GUIDE
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SCAMS
SURVIVAL GUIDE

A quick guide to help protect 
against scams
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PHISHING
SURVIVAL GUIDE

A quick guide to help protect 
against phishing attacks
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C O M M U N I C A T O R

EMPOWERING OUR PEOPLE TO PREVENT, 
DETECT AND REPOND TO INFORMATION 

SECURITY THREATS FACING 
OUR ORGANISATION

REMOTE ACCESS
INFORMATION LEAKAGE

INTERNET SAFETY
BACKUP

SOCIAL MEDIA
CORPORATE ESPIONAGE

PRINTING
PASSWORDS

CLOUD
CONTRACTOR & THIRD-PARTY RISKS

MOBILE SECURITY
HACKERS

MALICIOUS SOFTWARE
SOCIAL ENGINEERING

Understanding the infomation securty risks  in plain english 
Includes actual cybercrime incidents in case studies

MOBILE SECURITY 

03

01
MOBILE MALWARE IS A 

GROWING CONCERN.
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SECURE YOUR  MOBILE DEVICE:

Use strong passwords
Refrain from connecting to 
public Wi-Fi
Encrypt your devices
Install an antivirus application from 
an authorised app store
Ensure you update your devices to 
the latest software
When browsing the web, ensure the 
lock symbol is visible in the URL bar
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05 Pro: Consistency and reliability.

Con: Not invulnerable to malware; 
heavily dependent on Apple’s 

security practice. 

Tip: Probably the simplest choice for 
"pretty good" security.

TYPES OF MOBILE SECURITY 
THREATS:
Data Leakage
Unsecured Wi-Fi

Phishing Attacks
Broken Cryptography
Improper Session HandlingANDROID 

 

Pro:
control  your privacy settings.  

Con: Lack of standardisation 
means weak

 "out of the box" security.

Tip: Best if you are comfortable with 
adjusting  security settings 

and tools.

Some of the top mobile concerns 
include:

Device theft/loss
Malicious applications

Banking malware
Insecure storage of data

For More Information
Contact the Information Security Team:

Email: info@yourcompany.co.za   

For More Information
Contact Details Available on: 

http://cybersmart.afrocentrichealth.com 

EMPLOYEE AND 
CONTRACTOR SECURITY

A high number of data leaks and security breaches are often accidentally caused by negligent 
employees and contractors.

TYPES OF EMPLOYEES AND CONTRACTORS 
MOST CONCERNING TO COMPANIES:

Unsure
2%

11001010110010101

11001010110010101
11001010110010101

010PASSWORD10

Malicious 
employees/
contractors 
deliberately 

causing harm 
to the company

Employees/
contractors 
accidentally 

causing harm 
to the company 

due to carelessness 
or negligence

51%47% TYPES OF EMPLOYEES AND CONTRACTORS WHO 
POSE THE BIGGEST SECURITY RISK TO COMPANIES:

42%

56%

Service providers/Contractors/
Temporary employees

55%
Administration/

Privileged IT users

Regular employees

TYPES OF DATA MOST
VULNERABLE TO EMPLOYEE AND
CONTRACTOR SECURITY THREATS:

57%

49%52% 
Employee 

data 
such as 

ID 
numbers 
and more 
personal 

information

31%
Intellectual 

property 
such as 
product 
designs 

and 
trade 

secrets

Infrastructure 
data 

such as 
network 

infrastructure 
controls

27%

Confidential business information 
such as customer, employee and financial 
data

Privileged 
account 

information 
such as 

passwords 
and 

credentials

Sensitive 
personal 

information 
such as 

Personally 
Identifiable 
Information 

(PII)

32% CYBER SECURITY EXPERTS VIEW THE FOLLOWING AS
THE MAIN CAUSES OF ACCIDENTAL EMPLOYEE AND

CONTRACTOR SECURITY THREATS:

56%

67% 

44% 32%

Phishing 
attempts

Reused and 
weak passwords

44%
Unsecured 

Wi-Fi networks
Bad password

sharing practices
Unlocked
devices

 PASSWORD 
SECURITY 

Report Suspicious Behaviour 

Email:Security@blts.co.za
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GOOD AND BAD PASSWORDS PRACTICES

GUIDANCE AROUND CREATING PASSWORDS

•   Do not write your passwords down.
•   Change your passwords often.
•   Do not reuse passwords across multiple sites.
•   Do not use public computers to log into work or 

confidential accounts.

•  Simple password cracking procedures will take your data 
which has been hacked and leaked, match it against a 
known word and possibly crack your password.

•  Being hacked from a bad password could leave your 
personal information up for grabs.

•  The exposure of personal information may lead to Identity 
Theft, fraud, cybercrime and many more potential threats.

 Here are a few examples of bad passwords:
• 12345 (and longer variations)
• Password or admin
• 11111
• Qwerty or QWERTY (The top letters of your keyboard)
• Iloveyou
• Incorrect

GOOD AND BAD PASSWORDS

•  Include a combination of upper and lower case letters, special 
characters and numbers: Different types of characters make the 
password harder to crack. 

•   Don’t Rely on Obvious Substitutions: Don’t use common 
substitutions, for example, “H0use”.  

•  A good password is hard for someone else to guess or crack. 
•  Easy to guess and commonly used passwords are considered as 

bad passwords.

RISKS OF BAD PASSWORD PRACTICE

BAD PASSWORD EXAMPLES

What is Cybersecurity Awareness 
Many incidents are due to human involvement, which may be malicious or accidental 
and not a lack of technology protection. Cybersecurity Awareness can be defined as 
being aware of the cybersecurity risks and threats that one may be exposed to and 
how to protect against them. 
We have many cultures within our country, but one of the best cultures within any 
organisation is cyber awareness. Culture plays a huge role in setting the standards for 
behaviour throughout an organisation, starting with all levels of management and 
including each employee or third party involved in the organisation.

Wolfpack Cybersecurity Awareness Offering
A chain is only as strong as the weakest link. The same applies to a company's cybersecurity posture if security awareness is not integrated 

into the company culture. An ongoing security awareness programme builds a human firewall that helps to detect cyber-attacks such as 
ransomware or phishing from bypassing your cybersecurity controls.

Reasons to Act Now

Compliance – Adherence to corporate 
governance, privacy, risk, audit, service level 
agreements and policy requirements is 
becoming increasingly difficult and highly 
dependent on human control.

The Vanishing Perimeter – Due to 
advances in technology such as bring 
your own devices (BYOD), the internet 

of things (IoT) and integration with 
third-party and cloud services – your 

information is outside of traditional 
perimeter protection.

The impact of cyberspace - Cyber threats are 
now among the top risks facing most sectors. 
Threat actors are increasingly targeting your 

employees with spear-phishing and social 
engineering campaigns. 

Benefits
Unaware employees pose one of the greatest risks to cybersecurity. However, when they are well informed, they can become 

vital assets and the first line of defence. A company where cybersecurity aligns with business strategy can improve agility 
and operational efficiencies.

Here are a few benefits of having a cybersecurity 
awareness programme in place:

To ensure that an organisation-wide 
information security awareness 

programme aligns to support business 
and risk objectives.

Risk-savvy employees and third-party 
staff will provide an effective buffer in 
reporting weaknesses, and in many 

cases, avoiding high risk/high 
probability incidents.

Part of the strategy with the skills 
transfer programme is to empower 

staff to be safe both at the workplace 
and in their personal environments. 

Why Wolfpack
• Skills transfer via tailored training and awareness programme.
• Support to help manage your awareness programme.
• Wolfpack content is created in-house by local designers.
• Flexible pricing model.
• 10-year track record assisting local & international companies – over 600 projects completed.
• Passion – We established www.alertafrica.com in 2015 to assist victims of cybercrime.

Wolfpack Awareness Offerings 
Wolfpack provides a full turnkey awareness solution that includes business needs analysis, content development (standard or custom) and 

branding, programme management, an intuitive learning management system, and various human vulnerability assessments:

Content 

Videos and 
questions

Infographics
Articles, 
and more

Cartoons

Screensavers

Guides 
and Kits: 

Easy Policy 
Communicator

Privacy 
Manual

Survival 
Packs

Survival 
Guides

Tools 
and 

Services:

GreyWolf 
LMS

Training / 
Workshops

Human 
Vulnerability 
Assessments

Awareness 
Portal

Victim 
Assistance

Happy Customers 
"Wolfpack is our preferred provider of choice for promoting our Cyber Awareness Programme 

and is highly recommended." AfroCentric

"I would definitely recommend Wolfpack to other companies due to their level of commitment, 
professionalism and work ethics that they have demonstrated thus far." SARB

 

"Let us not look back in anger, nor forward in fear, but around in awareness." 
James Thurber

info@wolfpackrisk.com www.wolfpackrisk.com

Posters


