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1. Getting started with PrivIQ

Before you dive into PrivIQ, you will have to help us configure your account, so the solution you get will be 
unique to the needs of your organisation. Since each organisation processes different data on different 
individuals for unique purposes there is no one size fits all solution. When you see the four icons below, you 
will need to click on each one, complete the forms and answer the items for each.. 

Let’s get started…

1. Click on Your Organisation enter your contact details, upload your logo and select the languages
you would like available on your online privacy notices.
2. Click on Your Location enter your physical and postal addresses, VAT number and confirm your supervisory
authority.
3. Click on Your Officers enter the person responsible for GDPR compliance. If you have appointed a DPO,
enter their details here. If you have not appointed one, leave it blank.
4. Click on Your Needs, select the size of your organisation size (based on the number of full time employees)
and then toggle the items under ‘Features required’ that accurately describe your organisation.

Now your PrivIQ account has been customised for you and you are ready to go and explore your trial. We 
want to make you aware that during your trial you won’t be able to add more than two users and you won’t be 
able to download any documents.

When you’re ready to subscribe, click on Your Plan to see what’s appropriate for your business. 
Once you’ve completed these steps the start page will appear and you can begin the trial. 

2. Do you need a Data Protection Officer?

Successful GDPR compliance begins and ends with people. Data protection has been regulated to make 
sure organisations are protecting individual’s data and it’s your team that will be responsible for making 
sure your organisation has the processes in place to get this done.

PrivIQ is a workflow tool. Team administrators can add users to PrivIQ and give them different access levels. 
There is no limit to the number of people who can be invited to participate. They don’t even need to be 
employees, so if you’ve got an outsourced DPO they can have access to PrivIQ where they can 
review, comment and even assign tasks. 



3. Completing your gap analysis

How compliant is your organisation? Are there any gaps in compliance? What are the risks inherent in those 
gaps and which need to be addressed urgently? To answer these questions, you need to undertake a 
compliance and risk assessment.

Do you require prior consent from individuals? How do you obtain and manage this consent? How are you 
protecting the personal data of your employees? Who has access to individual’s personal data? What 
cybersecurity controls do you have in place? 

You need to review and document the technical and organisational measures you have in place to protect 
personal data. You also need to review and document your consent and digital marketing practices, as well 
as, your human resource practices. PrivIQ’s compliance and risk checklists give you a framework for 
evaluating what you’ve done, documenting it and assessing any related risks. 

Controller
The person or organisation 

who determines how 
personal data is being 
processed. This is your 

organisation.

Processor
The person or organisation who processes 
personal data on behalf of the controller. 

Do you outsource your payroll or host 
personal data in the cloud? Those are both 

examples of processors.

Processors can only do what controllers tell 
them to do with the data they’re given.

Data Subject
The individual to whom the 
personal data belongs, such 

as your employees and 
your customers.
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Do you need a DPO?
Regulations are clear on when a DPO must be appointed, the tasks and responsibilities of the DPO and the 

DPO’s relationship with the organisation it represents. The DPO is an official role and must be filled by a 

qualified individual, so if you don’t have a qualified individual in your organisation you can appoint an external 

DPO.

If you don’t know if you need to appoint a DPO, take time to go through the DPO section so understand 

whether or not you need a DPO and what it means to appoint one. It’s extremely important to get this right. If 

you have any questions about whether you need a DPO, please reach out to us and we’ll try to help.

Some key terms
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During the trial, we suggest, doing a quick run-
through of all the checklists, assessing status and 
risks levels where you’re able. Don’t worry about 
documentation and assigning responsibilities yet. 
You can come back later to add notes and solicit 
comments from colleagues and third parties.

After completing this exercise, graphs 
will give you an overview of the gaps.

What processing operations are high risk?

Some examples are using personal data of children and other vulnerable individuals, tracking an individual’s 
behavior, processing genetic or biometric data and even processing high volumes of data. You can see a 
complete list here. Processing that is likely to result in high risk requires you to undertake a DPIA, but more 
about that later in the series.

4. Building your data register

Can you answer these questions? Who’s personal data do you process? Why are you processing it? Do you 
have a legal right to do this? How long do you keep the data? Exactly, what types of personal data are they? 
Where is that data? Are you sharing it with any third parties? How did you get it? If you can’t, then you can’t 
protect the data. Mapping your personal data usage to create your data inventory is the first principle upon 
which all elements of a data protection programme are built. 

You can’t manage it, if you can’t see it 

If an individual makes an enquiry about his or her data, or there is a breach in security, you need a detailed 
map to be able to respond properly.  PrivIQ’s data mapping features makes it easy for you to build out this 
map and provides you with the records of processing activities you can use to both demonstrate compliance 
and ensure you have adequate data protection measures in place.

Nicolas Bykoff
Rectangle



Who are your data subjects? Define the types of 
data subjects you hold personal data on by 
selecting from our suggestions or adding your 
own.  Then, create a personal data justification 
and inventory for each data subject.

If you select legitimate interest as a lawful basis, you 
must have completed and filed a legitimate interest 

impact assessment.

What types of personal data are you collecting? 
You can be general, e.g. customer details, or 
specific when defining each data type, but it must 
include unstructured data such as email 
correspondence.
There are special categories of personal data that 
require specific legal basis for processing. 

Why are you processing these data subject’s data?

What is the purpose? Legally for each purpose you 
must have a legal basis your processing. Article 6 
provides the possible legal bases. A drop down 
menu allows you to select the appropriate 
justification for each use.
Note: the lawful bases are limited to what’s in the 
GDPR – you can’t add your own.

How long do you retain the data? You can only 
hold it as long as you need it for the purpose. You 
must define a retention period for each use and 
delete the data at the end of that period.
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If all that sounded complicated take 5 minutes to watch this video, which will clear things up. 

Successful mapping requires:

• Involving your team – HR, sales, marketing and IT all have access to personal data and all need to be
involved in the mapping process.
• Customising it to your needs
• Mapping data flows to third parties – both processors and controllers, so you know when personal
data is leaving your organisation.

How do you obtain the personal data? Do you collect it from a web form? Or from a third party? By listing all 
your data collection locations, you will be able to respond to data subject requests on how you obtained 
their data.

Where is the data being processed? Detail your 
internal information assets such as servers, 
laptops and physical storage,  as well as ,third 
party processors. If the third party processor is
 located outside the EU, you will need to indicate 
the country its located in and provide a legal basis 
of transfer. If you share data with another 
controller, you’ will need to add it to the data 
sharing tab.
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One-click record keeping 
In a single click, PrivIQ generates in PDF format the Records of Processing Activities that are required 
under Article 30. In the event of an audit by the authorities, these records are one of the first items they’ll 
request. They’re only one click away from being downloaded. You can find the link in the reporting section. 

5. Demonstrating your compliance with privacy notices

To be informed is to be empowered. The privacy notice is how you communicate your data processing and 
data protection legal compliance to your data subjects. Since these data subjects are real people, the 
notice needs to be both accurate and easy to understand.  

It must be available to the data subject whenever you are collecting their personal data and, if you are not 
collecting it directly from them then you must provide it to them no later than one month after you have 
received their the personal data.

https://www.youtube.com/watch?v=PG5m4G6XfKU
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What goes into your privacy notices

One of the beauties of PrivIQ is that the work you have done during set-up and data mapping is used to 
draft your privacy notice. The privacy notice you see in the governance documents section is unique to your 
organisation. You can provide it to your legal and copywriting teams for improvement or customise it further 
from within the editor. It can be published and shared using a unique link and any changes you make will 
automatically update to that link. 

Examples of when to notify data subjects:

• personal data is being collected from the individual or within 1 month if it was obtained from a 3rd party
• communicating with data subjects about their rights
• a data breach occurs
• there is a material change to the processing

6. Stakeholder training and awareness

Fairness through awareness. Repeatedly, we have said compliance is about the team. It goes further than 
that. An organisation depends on its staff to deliver its data protection programme. Staff must be informed of 
relevant policies, standards and rules – in fact the regulation requires it. To demonstrate compliance, it’s 
important to have a record of these awareness and training efforts. 

In the Governance section, under the internal and optional tabs, you will find policy and awareness templates 
you may modify or use as is to communicate with employees. You can upload your own to the Custom 
documents section, if the templates don’t address all your requirements. Under the Employees section, these 
documents can then be distributed to staff and their receipt and acceptance is recorded. 

When you are happy with a document mark it 
as complete. If you are not interested in using 

a document mark it as N/A.

If you want to distribute a Custom document, 
you must select it under ‘Show in employees’
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7. Ensuring third parties are compliant

Most organisations share personal data with a handful (or maybe dozens) of third parties. If you’ve provided 
that personal data to a third party your organisation has some liability as to who the third party uses it. Do 
you know if that third party is GDPR compliant? Are their data protection practices acceptable? It’s fine to 
share personal data with third parties, but you must have a written agreement with them stipulating how they 
can process and what they can do with the data you have given them.

Track your training

PrivIQ is not a learning management system, but it does contain a checklist you can make sure you 
have assessed your training and awareness programme to ensure its adequacy. It does create an audit 
trail of your employees’ acceptance of your policies. Simply add employees and stakeholders to the 
system, select who you want to distribute which policies to and send them. PrivIQ will track who has 
received them and whether they have read and accepted them. 

Monitor the status

You can monitor the status. After recipients receive an email with a link to the policy they were sent, they can 
click on "I have read and accept this document." Their acceptance is recorded inPrivIQ with a time/date 
stamp next to each policy. 

You can download a report, but we also provide a visual 
report where:

• Red star indicates they have not received it.

• Yellow star indicates they have received it, but have
not read or accepted it.

• Green star indicates they’ve received it and accepted it.

You can choose who to send it to. Which emails to send You can even customise the 
subject line and the message. 
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Take care before you share

When creating your data inventory, you recorded third party processors and controllers, personal data was 
shared with. Maybe you added your cloud provider, your payroll processors or your CRM. PrivIQ gives you a 
third-party processors log and a controller’s data processing log where you can record all third parties 
recipients of your data subjects’ personal data. 

Each entry should look something like this:

Against each third party you can detail exactly what they are doing with the personal data and exactly what 
personal data from which data subjects you have shared with them. PrivIQ will use this information to 
generate a data processing agreement. You can send it to the processor and then upload the signed copy 
in PrivIQ.

What if the processor is outside the EU?  

If a third-party processor is outside the EU, the law requires extra legal protections be in place. If the country 
is outside the EU, you will need a legal basis you are using for exporting that personal data outside the EU. 
PrivIQ lets you record this legal basis and provides you a copy of the model contract the EU suggests 
organisations use when exporting personal data outside the EU.  

Sharing data with controllers

Are you sharing data with another controller? For example, a travel agent passing personal data of its clients 
to a hotel or an airline is an example of this type of transfer of data between controllers. Each is a separate 
controller, individually responsible for data protection. Data is still being shared with a third party, but the 
legal relationship changes since they are now using the personal data you’ve shared with them for their own 
purposes. These controller to controller relationships must be mapped and can be listed in the Data 
Sharing register. 

When different controllers play a role in processing personal data, compliance with data protection rules 
and responsibilities for possible breach still need to be clearly allocated. It is also important that a clear 
notice is given to the data subjects, explaining the various stages and actors of the processing. It should be 
made clear that every controller is competent to comply with all data subject's rights and which controller is 
competent for which right. 
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How sharing with controllers differs from sharing with processors:

• how personal data is being used by the controller and where legal responsibilities for each party begin
and end
• different legal document from a data processing agreement
• Model Agreement, in the event data is shared with a controller outside the EU, is different because it
contains controller to controller clauses

8. Data protection by design with DPIA's

For data protection to become part of an organisations general business practices, they need to 
undertake data protection impact assessments. The assessments require that the business describes the 
processing, details how you have ensured that processing complies with the fundamental principles of 
the GDPR, explains the risks and the measures you’ve put in place to mitigate them. 

The Data Protection Impact Assessment , or DPIA is a process for building and demonstrating 
compliance. As such, the owner or drafter of the DPIA will need to solicit comments from different 
reviewers, possibly including the DPO, and we will need to get the DPIA approved.  PrivIQ’s DPIA workflow 
helps manage this process and documents all the feedback.

When should you conduct a DPIA? 
Certain processing operations are considered high risk: use of personal data of children or other 
vulnerable individuals, tracking an individual’s behaviour, processing genetic or biometric data and 
even processing high volumes of data. Basically, PROCESSING that’s likely to result in a high risk 
requires you to undertake a DPIA. 
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Even if you’ve decided you don’t need to do a DPIA, you should document why you have decided you 
don’t need to do one. The regulation says that whenever the data processing could result in a high risk to 
individuals, you should do a DPIA. 

PrivIQ makes it easy for you to document why – or why not – you need to do a DPIA and why the DPIA is 
relevant to the process you’re undertaking.

What should a DPIA should contain?

Borrowing on best practices suggested by European data protection supervisory authorities, our DPIA 
builder will make sure your DPIA: 

• Details all elements of the data processing operation
• Describes the reasons for processing, including explanations of any legitimate interests pursued by the
controller
• Assesses of the necessity and proportionality of the processing in relation to the purposes
• Assesses and document, the risks to data subjects
• Details what measures, you’ve put or are putting in place to mitigate these risks.

10

We help you to: 

• Define the DPIAs scope, assign roles responsibilities for its drafting, its review and its approval.

• Determine whether or not a DPIA is required?

• Identify why a DPIA is relevant

• Capture and describe all the processing detail

• Demonstrate the controls you’ve implemented to protect individual’s data rights.

• Capture all the processing details

• Identify the risks and produce a risk catalogue

• Detail the technical or organizational measures you’ve put in place to mitigate those risks.

• Get sign off and approvals

At the end of the process you will have an assessment, you can share internally to all stakeholders so 
they understand the risks and how they are being mitigated. You’ll have documentation to show that 
you have gone through this process and, if necessary, something you can share with your supervisory 
authority to get feedback. 
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9. Simplifying Data Subject Access Requests (DSAR)

What are an individual’s rights, how can they exercise them and how is your company making it possible for 
them to do so?  

An individual (or a Data Subject) has the right to enquire whether you’re using his or her personal data, to be 
informed as to the why, what, who and where of the processing, to request a copy of the data, to have it 
rectified or deleted and even to have it transferred to a different organisation.  Can you guarantee these 
rights? 

Exercising rights should be as simple as picking up the phone, sending an email or filling out a form. Your 
employees should be able to recognise and escalate a data subject access request (DSAR), but only staff who 
have been trained on how and when to respond to a DSAR should respond to them. 

Step 1: Receiving a DSAR

First, decide how you want to receive requests. PrivIQ provides you with an online form. You can customise it 
and direct all DSARs requests to the form. By collecting and logging all DSARs centrally, you can ensure none 
go missing. This is extremely important given that the regulation stipulates you reply to them within 30 days.  
The form is available under the Settings tab in the DSAR section.  It can be fully customised, including the url. 
Any requests generated by this form are logged as a request in the Subject Access section.  Whoever in your 
organisation is responsible for that section will receive a notification as soon as the request comes in.

Step 2: Make sure it’s a valid DSAR  

Our DSAR tool, helps you validate the request and document how you identified the requester. If you have 
doubts about the identity of the person making the request, you can ask for more information. However, it’s 
important that you only request the information necessary to confirm who they are. If you need more 
information to verify the identity, let the individual know as soon as possible. Once the information has been 
used to verify the identity it’s best to destroy it, but make a note against the DSAR as to what was used, when 
it was received and who verified their identity. The period for responding to the DSAR begins when you 
receive the verification information. 



Step 3: Responding to the request

Depending on the type of the request, PrivIQ’s DSAR tool will make sure that you consider and respond to 
the request appropriately by prompting you to consider and take specific actions. Against any DSAR request 
you’ll be able to add notes and comments or additional documentation. You can see if the individual has 
made previous requests. And you can easily see what types of data you might be holding on that individual 
where that data resides and whether it’s been shared with any 3rd parties. You can assign the ticket to 
someone on your IT team to action it, in the event data needs to be deleted or corrected.

When you feel you’ve appropriately responded to the inquiry and data subject is satisfied, you can close the 
ticket. After 2 weeks it will be archived on PrivIQ, so your resolution of the request can be accessed in the 
event that that becomes necessary.  

10. Responding responsibly to data breaches

Breach is probably the most-used word in all of the GDPR. After all, the regulation is about protecting data 
and eliminating breaches. Many organisations are ill-prepared to respond to these incidents, often due to the 
culture around admitting and acknowledging them. 

You can use PrivIQ to log breaches and your organisation’s responses to them. Our breach management 
workflow helps you do all of the following: 

• Understand the possible causes behind incidents
• Understand what the typical response should be • Assemble and manage the response team
• Perform an initial assessment
• Record the likely causes
• Record the incident location
• Record any preventative measures that were in place
• Determine the risks to data subjects and steps they might take to mitigate impact
• Include law enforcement in any decision making
• Produce suggested content for engagement with your supervisory authority
• Produce suggested content for engagement with data subjects
• Evaluate the effectiveness of your response

If you need to report a breach to your supervisory authority, then the workflow alerts you and gives you a 
downloadable report you can use as the basis of the report you submit.  If you need to report a breach to 
impacted data subjects, then the workflow will alert you and give you a downloadable email, which you can 
use as the basis of the email you send to the impacted individuals. 

The breach log gives you a historical record all the incidents to ensure that the learnings from them have 
been implemented.
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