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PriviQ Product Overview
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Intelligent Compliance, Simply




Gartner

"By 2023, 65% of the world's
population will have its personal
iInformation covered under modern
privacy regulations, up from 10%
today.”

"By 2023, companies that earn and
maintain digital trust with customers
will see 30% more digital commerce

profits than their competitors.”’

"By 2024, more than 80% of
organizations worldwide will face
modern privacy and data protection

requirements.”
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From Privacy to Profit

Business impact of privacy
Percentage of companies getting significant
benefits in each area, N=2549

Achieving positive returns on
privacy investments 07% S

Annual privacy spending overall and by company size

N=2549
Reducing Mitigating losses Spending (all companies) Average spending (SM)
sales delays from data breaches Average = $1.2 M

“Most organizations are
seeing very positive returns

. . : 712%
on their privacy investments, v
and mOre than 40% are Enabling agility Achieving operational ﬁ
. . . and innovation efficiency from data controls
seeing benefits at least twice Cowsn @Sy
@ $500k to $1M Over S2M Company size (number of employees)

that of their privacy spend.”
73% 74%

Making company more Building loyalty and trust
attractive to investors with customers

*C|SCO Data Privacy BenChma rk StUdy 2020 Source: Cisco 2020 Data Privacy Benchmark Study
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Our Purpose

To provide privacy compliance
management SAAS solutions as a
cloud-based offering to a broad
base of organisations covering
various legal regulations
worldwide.

Intelligent Compliance, Simply




Our reach - 8 Regulations worldwide, 23% of global economy. p riv I Q @
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PriviQ — Intelligent Compliance, Simply.

get data protection right

GDPR / ABC Monitoring Systems Ltd. / Home # Swiitch organisation

® Global privacy law compliance service.
Review Data Protection . o)
Officer (DPO) requirements Do

Evaluate risks and 1 .
;i;;;s: e Data Protection Officer Compliance and risks Assessment report DESIgn Ed .

Do you need a DPO? Evaluate data protection risks Review risks and GDPR

Understand the DPO role ;‘:S:elsrleasuresto reduce compliance status ° M u |ti_ | i n g u a |
®  Multiple-regulation
e Collaborative

Record processing activities
and data flows I I I

o
a
oo 0
aaa
Policies and notices )
Data mapping Governance documents Employee awareness

Employee awareness

®

Manage vendors and data
processing agreements

Record and manage 3rd party
data recipients

Ongoing Processes

Conduct Data Protection
Impact Assessments (DPIA)

Data Subject Access Requests

Data breach incidents

Capture the processes, lawful
bases and retention periods for
each data subject. Record the
data types, the processing
locations, how the data is shared
and where it's collected

4

Third party processing

Assess 3rd party data processor
practices. Document personal
data shared with processors
Store signed Data Processing
Agreements. Record processing
done for 3rd parties

A

Data Protection Impact
Assessments
Assessments for data processing
activities which might result in

risk to the individuals

Template documents and
centralised storage for notices,
policies and procedures,

«?

Data sharing

Assess 3rd party data sharing
practices. Document personal
data shared with controllers.
Store signed da

agreements

(][] ]

Subject Access
Requests
Manage data subject access
requests and keep an audit trai
of all the requests

Assess your employee training
practices. Distribute policies and
record employee understanding
and acceptance

X

Data breach register

Record personal data breaches
and manage incident

For:

Current Regulations:

Mid-Tier
Enterprise

EU / UK / Turkey / South Africa / Nigeria / Brazil / Thailand / California*

In development

The following slides are using the GDPR version.
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Software Features

A GDPR / Amsterdam Accounting Services / Dashboard / Switch organisation
Fe Compliance tasks
: By Responsible Person By Task Owner By Section v Show assigned items Show unassigned items | Where taskisduein | 20 days

v'Easy to use O e

Data Subject Consent

. Direct Electronic Marketing
= & Profiling - Existing
customers

v Collaboration and notification

Direct Electronic Marketing
]’“ I & Profiing - Prospective
customers

Direct Electronic Marketing

& Profiing - Automated
Sy Decision Making and
aas Profiing

v'Dashboards ;; N T

HR Practices - Recruitment

- e

v'Reporting Tools g e

HR Practices - Monitoring
at work

HR Practices - Employees’
Health Infermation

v'SAAS Service

Data Sharing

Information Use & Security
- Retention and Restriction

~Usecf IT

Infarmation Use & Security
- Security Controls

Infarmation Use & Security
« Information Quality

T T T T T T T T T T T T T 1
0 2 R 6 8 10 12 14 16 18 20 22 24 26 28

M Notstarted ™ In progress B Complete N/A H Pending Review
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Home Screen layout

®

Review Data Protection
Officer (DPO) requirements

* Home screen with all functionality
available.

Evaluate risks and
compliance

* All text specific to regulation of

company.
pany ©

Record processing activities
and data flows

 Section 1

 Information officer.
« Ongoing compliance reviews.
« Readiness Assessment of compliance areas.

Policies and notices

Employee awareness

* Section 2
- Data Mapping of data subjects, processing purposes ®
and legitimate basis.

 Governance - Privacy Notices, Governance
documents, Document library.

« Employee training and notification.

Manage vendors and data
processing agreements

Record and manage 3rd party
data recipients

* Section 3
» Operators and data sharing agreements.

Ongoing Processes

Conduct Data Protection
Impact Assessments (DPIA)

Data Subject Access Requests

* Ongoing processes

- Data Protection Impact Assessments, Subject access
requests and security compromise recording

Data breach incidents

Dashboard Reports

GDPR / Amsterdam Accounting Services / Home

Step 1

o

Data Protection Officer

Do you need a DPO?
Understand the DPO role.

Step 1
e
|
—&—

Data mapping

Capture the processes, lawful
bases and retention periods for
each data subject. Record the
data types, the processing
locations, how the data is shared
and where it's collected.

4

Third party processing

Assess 3rd party data processor
practices. Document personal
data shared with processors.
Store signed Data Processing
Agreements. Record processing
done for 3rd parties.

i1

Data Protection Impact
Assessments
Assessments for data processing

activities which might result in
risk to the individuals.

Organisation Support Notifications

Step 2

v

Compliance and risks

Evaluate data protection risks
and the measures to reduce
those risks.

Step 2

P«
1111

Governance documents

Template documents and
centralised storage for notices,
policies and procedures.

(<i>)

Data sharing

Assess 3rd party data sharing
practices. Document personal
data shared with controllers.
Store signed data sharing
agreements.

]|

Subject Access
Requests
Manage data subject access

requests and keep an audit trail
of all the requests.

priviQs)

0 English & Jane Van Hoorn

/ Switch organisation

Step 3

Assessment report

Review risks and GDPR
compliance status

Step 3

o]
™
——
® 00
¥ ¥

Employee awareness

Assess your employee training
practices. Distribute policies and
record employee understanding
and acceptance.

X

Data breach register

Record personal data breaches
and manage incident.
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. . p riv I Q @ Dashboard Reports Organisation Support Notifications W English & Jane Van Hoorn
Compliance Section

7 GDPR / Amsterdam Accounting Services / Compliance and risks # Switch organisation
¢ P re d Eﬁ n e d O r a d d yO U r OW n . 3k @ Assgss, optimize and monitor your organization's level of operational compliance. Determine the level of residual risk. Add your own relevant compliance
* Main Areas — Data subject consent, < o ‘

Marketing, HR, IT & Security. o -

. B 96.2%

° Ad d y9 u r Own CEO m p I I a n Ce a rea S fo r. @ 17% Complete 0% Complete 4% Complete
specific regulation for example, Anti- ; Data Subject Consent Direct Electronic Marketing & HR Practices
Money Laundering, PCI, Own Practices. Profiling

[ P

M g

Zi |

coa 77% Complete

Information Use & Security Add New
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p rlv I O @ Dashboard Reports Organisation Support Notifications A English & Jane Van Hoorn
[
Co m p I I a n ce Ite m s GDPR / Amsterdam Accounting Services / Compliance and risks / HR Practices / Monitoring at work # Switch organisation

Monitoring is a recognised component of the employment relationship. Many employers carry out monitoring to safeguard employees, as well as to protect their
own interests or those of their customers. However where monitoring goes beyond one individual simply watching another and involves the manual recording or

® P re d efi n e d O r a d d yo u r OW n . any automated processing of Personal Data, it must be done in a way that is both lawful and fair to employees.

Person responsible Jane Van Hoorn v X ©

* Assign to task owner, specify review | checkis | Bacground ik Rankings
periods, due dates. o p—

High Risk

Description Assignment Status

° S et Ta S k Sta t u S — N Ot Sta rte d , i n . 1. Where there might be a organisation requirement to monitor Russ Matazz v ©| Due | 05 Feb 2021 °

employees’, we perform a data protection impact assessment to justify

ro ress N/A CO m I ete d such monitoring and we fully inform our employees as to the reasons for Review every | 3 Months ~
p g V4 V4 p ° ol Set for all | Remove
Low Risk Risk (@) High Risk
Notes
. Created on Created by Text
* Set risk level
et risK ieveil.
Files
o . File name Description
* Add not d files t h item
notes anda ties to eacn Item as
. Add file
required.
2. Where there is the need to use the biometric information of employees we Assign v © °
fully inform employees
Low Risk Risk (@) High Risk
3. We restrict access to and the processing of data collected through Assign v © °
monitoring
Low Risk Risk (@) High Risk
4. Our employees understand that monitoring of our computer systems may Assign v © °

be required to ensure proper usage of our systems or perhaps to support an
enquiry into a security incident

Low Risk Risk (@) HighRisk



Data Mapping

* Personal and sensitive personal
information inventory.

* Understand whose information you
nold, for what purpose, under which
awful basis and for what duration.

* Assists in generating privacy notices,
Records of Processing, defines 3™
parties to whom data is sent or shared
with.

* Enable LIA’s (Legitimate Interest
Assessments), store all artifacts of data

mapping.

iviOd)
prlv < @ Dashboard Reports Organisation Support

GDPR / Amsterdam Accounting Services / Data Mapping Visualisation

Expand all v  Collapse all A

Notes

Flles

Legitimate Interest tlles
Administrative enguiries

Perscnal | Data Types

Special category personal d...

External Locations

Notes
ABC Subject Cles
Archiving
Legitimate Interest flles
Persona | Data Types
Notes
Budget management Flles
Legitimate Interest flles
Notes
Flles
Legitimate Interest flles
Customer support Persona | Data Types
In-nouse locations
External Locations
Data Sharing
Notes
Flles
Administrative enguiries Legitimate Interest flles
Customers and Clients Persona | Data Types
In-nouse locations
Notes
Archiving Flles

Legitimate Interest flles

priviQs)

Notifications 0 English & Jane Van Hoorn

/& Switch organisation

Download PNG Download SVG  Data mapping @
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p riv I 0 @ Dashboard Reports Organisation Support Notifications W English & Jane Van Hoorn
Governance

GDPR / Amsterdam Accounting Services / Governance # Switch organisation

Please complete the tabs in the sequence in which they appears

Technical and Organisational Security Measures ~ Automated Decision Making  Privacy notices | Internal | Optional Document Library
It is likely that, as head of your organisation, you will rely on members of staff to deliver your data protection program. It is important for staff to understand your
organisation's policies, standards and rules around data protection. Here, you may choose to use the existing templates or upload your own. On the home page,

under the 'Employees' section, you will find a utility that helps you manage the distribution and tracking of these documents to your staff.

* Manage Privacy Notices

* Tailor pre-loaded governance policies | &) \_*.

. 0
to your organisation.

Data Protection Program Data Protection Policy CCTV policy

Announcement Not started N/A

Complete

* Upload your own documents and
further policies to the document =

libra ry. V‘ ®—j®

Data Protection Training & Third Country Transfers
Awareness personal data Not started

* Communicate policies to all
stakeholders and obtain “Read and
Accepted” confirmations. el

® 3@)

Best practices for protecting

POLICY: Working From Home

In progress

X Soa

POLICY: Personal Data Breach

In progress

POLICY: Data Subject Access
Requests

In progress
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riVIO @\\ Dashboard  Reports  Organisation  Support  Notifications ~ fEnglish & Jane Van Hoorn
3'd Party contracts and data PriviE)

SI a ri A GDPR / Amsterdam Accounting Services / Processors / Processor contracts # Swiitch organisation
— You should only use processors that provide sufficient guarantees, in terms of expert knowledge, reliability and resources, to implement technical or
organisational measures which will meet GDPR requirements, including for the security of processing. The processing done by a processor should be governed

- by a contract or other legal basis under EU or Member State law.

If the processor is located in the EU or in a white-listed country, you can use the app's processor contract template or your own contract.

If the processor is located outside the EU, you will need to indicate the legal basis you are using for transferring the data outside the EU. The legal basis may
require you to include certain 'model causes', which have been approved by the EU. If your legal basis is model contracts and you are using your own contract,

[ M a n a ge 3 rd p a rty a n d d ata S h a ri n g a please make sure the model clauses are added to your contract with the processor.

t t Establish your processor relationships through the data mapping process and return to this section to maintain those contracts.
contracts. -

i Search Items per page | 5§ ¥ Processor import template [ 3 [5Te a0 o BENG RN

) E n S u re 3 rd p a rt i e S CO n fi r m t h e i r . ¥V Processor V¥V Processor type ¥ Country ¥ Renewal date Legal Basis Contract Status Contract
° Acme corp HR United Kingdom Y Template contract )
compliance
4 Upload Delete
ﬁ Signed ‘S;ggslcjjgc;ntract
Acmenio corp HR United Kingdom Y Template contract Edit

Own contract
“ Upload Delete

Signed contract

* Store signed contracts 3

208 S 4 Upload
Hooli Payroll United Kingdom 28 Jan 20 01:00 CET Not signed v Y Template contract Edit
Own contract
4 Upload Delete
5 Signed contract
Signed 4 Upload
Hooliono Payroll United Kingdom 28 Jan 20 01:00 CET Not signed v Y Template contract Edit
Own contract
4 Upload Delete
. Signed contract
o 4 Upload
New US Processor SaaS Provider United States Not signed v YModel contract Edit

Own contract
A Upload Delete

Signed contract
 Upload

0
3
&
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p riv I O @ Dashboard Reports Organisation Support Notifications W English & Jane Van Hoorn
Data Protection Impact “
p GDPR / Amsterdam Accounting Services / Data Protection Impact Assessments # Switch organisation

AS Se S S m e nts Legacy Data Protection Impact Assessment console

test

AMSTEROO00000161, Created 09 Sep 20, Draft &

Organisations need tO asseSS any personal data Message for reviewer Select reviewer Select approver «
processing that might result in high risk to
in d iVid u a IS P re_d efi n ed Scree n i ng a n d p u rpcse when you've completed all tabs. After the initial approval, a Risks tab will appear where you can detail each risk and how it's being mitigated. Before a DPIA can be

Visit each tab. Respond to items by toggling sliders if an item is relevant or answering the question. Submit for review to get feedback from colleagues or approval

approved all risks must be individually approved. Editors, reviewers an approvers can add comments or upload files against any item by clicking on the Notes icon.

guestionnaires.

Overview | Screening questions | Purpose Processing justification  Individual's rights

@ Complete the following checklist to determine if a DPIA is necessary.

e Wizard for justifying processing and
documenting individual’s rights are

p rote Cted | am a physician and the regular processing of my patients' personal data is not to be considered large-scale

If you toggle any of the items, a DPIA isn't necessary. You may upload comments or documents to justify your reasoning by clicking on the Notes icon.

| am a healthcare professional and the regular processing of my patients' personal data is not to be considered large-scale

| am a lawyer and the processing of my clients' personal data is not to be considered large-scale

¢ WO rkfl OWS tO get feed ba C k fro m Our processing operations appear on an exemption list provided by our supervisory authority for which NO data protection impact assessment is required.
Please provide details.
stakeholders and manage the approval | - N
The lawfulness of processing applies to clauses 6.1(c) or 6.1(e), has a legal basis in EU or our Member State law; AND a data protection impact assessment

p rocess has already been carried out in the context of the adoption of that legal basis. Please provide details.

Wecomply with an approved code of conduct that has assessed the impact of the relevant processing operations. Please provide details.

A prior data protection impact assessment has addressed a set of similar processing operations that present similar risks. Please provide details.

° An a |yse ris kS a n d re CO rd m itigatio n reCO rd S The processing is NOT likely to result in high risk to the rights and freedoms of data subjects. Please provide details on how you came to this conclusion.
using automation rules

Review

No review history. Submit for review to get comments.

e Easily run reports for stakeholders and
regulators

Approval

No approval history. Submit for approval to get feedback.

‘ € Previous ‘ Next < ’ Cancel
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Subject Access requests

GDPR / Amsterdam Accounting Services / Subject Access Requests /& Switch organisation

Request response guide

Requests | Settings

A subject access request is a request made by
a data subject for the information that your
Orga n isation hOldS a bOUt them @ We provide you with the Javascript code which will inject the form where data subjects can submit their queries into your website.

Person responsible JaneVan Hoorn v X ©

Domains

Add all the domains from which you will be calling the widget. Any requests not originating from one of the domains in this list will be rejected. For example

o A p re_ b u i It b ra n d a b | e fo r m yo u Ca n | i n k to https://test.gdpr365.com, http://demo.gdpr365.com, etc.
from any website or application. o

https://www.gdpr365.com ‘ Delete ‘

https://gdpr365.com ‘ Delete ‘

Code to include on your site

e Real-time alerts and reminders.

Add the code below in a script tag on your website where you would like to have the form injected.

<script>(f . d.createElement(s), fjs =
d.getElenr mw',

* A case manhagement system that records and s Sdera2a7ymu dsary<lscrips
Sto re S yo u r SA R re S p O n S es i n O n e | O Cat i O n . Copy the code above into your web page html and replace 'your-element-id' with the id of the html element within which you want the content displayed. If you don't specify a

container element id or if the specified element does not exist, the content will be inserted at the bottom of your html page.

Once the code is inserted in your web page, the following form will be injected into the page:

This online form will help you contact us about your personal data privacy rights.

* The option to add written and verbal ot e e ot
requests manually. hccss Recaton _Gasre _Restprocessng__ Daaporabiy b

Please provide your contact details

First name Last name Email address

* Guidance to ensure you respond correctly. S Teleph F
 Multilingual forms. = -

What is the relationship with our organisation?

Is this enquiry about someone else's data? | No v | Yes

* Workflow to ensure you validate and
respond before deadlines. - .

Download your request



Breach Management

The high incidence of data breaches
means that avoiding a personal data
breach is no longer good enough for
small to medium-sized organisations.

We enable you to prepare for data
breaches by having a system in place to
manage your response to them, from
assessing and documenting to reporting
them within the stipulated time of
becoming aware.

 Manage your responses to personal
data breaches.

* Report personal data breaches to the
authorities.

* Protect your business from the risk of
a bad reputation.

GDPR / Amsterdam Accounting Services / Data breach register / Russ Test Online

Risk Assessment

priviQs)

/& Switch organisation

Not all breaches will lead to risks beyond possible inconvenience to those who need the data to do their job. An example might be equipment failure where files
were backed up and can be recovered, albeit at some cost to the organisation. While these types of incidents can still have significant consequences, the risks are
very different from those posed by, for example, the theft of a customer database, which may be used to commit identity fraud.

Most important is an assessment of potential adverse consequences for individuals, how serious or substantial these are and how likely they are to happen.

What type of data is involved?

Approximate number of records involved
Which type(s) of data subjects is/are impacted?
How many data subjects are impacted?

What are the likely causes of this incident?

The incident has been contained and it is unlikely to impact data subjects

The incident happened

The location has been secured from tampering

Are you able to prevent further loss / continuation of the incident?

1 2 3 4

Improper disposal of equipment or documents

Lost or stolen equipment or documents

Ineffective access controls (digital and physical)

Inefficient data governance

Inappropriate defence against cyber threats

Unprotected transmissions (email, video conferences etc.)
Insufficient, or lack of policies, procedures, controls
Equipment failure

Poorly trained, unaware, negligent employees

Other
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Let’s Connect

Book a demo with us.

Go to our website.



http://www.priviq.com/get-in-touch/
http://www.priviq.com/




